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Description
BACKGROUND OF THE INVENTION

[0001] Electronic devices, such as mobile phones and
personal digital assistants (PDAs), often contain
firmware and application software that are either provid-
ed by the manufacturers of the electronic devices, by
telecommunication carriers, or by third parties. These
firmware and application software often contain software
bugs. New versions of the firmware and software are
periodically released to fix the bugs or to introduce new
features, or both. An update agent in an electronic device
can be employed to update the firmware/software in the
electronic device. Mobile devices need to be registered
to receive services, such as firmware updates. However,
determining the information needed for such registration
is complicated. Collecting all of the information needed
from a handset is also complicated. Additionally, in a car-
rier network, it is not easy to store or handle such infor-
mation. In addition, making such stored information avail-
able for services is important.

[0002] Determining what makes a mobile device
unique is important, but often quite complicated. Some
of the techniques are technology specific. For example,
unique identification of mobile devices is often bearer
specific.

[0003] CQuite often, in a Global System for Mobile Com-
munications (GSM) network, a subscriber changes
phones and uses the same subscriber identification mod-
ule (SIM) card. The network is unable to detect this event
in most networks. In addition, a subscriber may borrow
the SIM/smart card of someone else and use it in the
subscriber’s own mobile handset without the network be-
ing aware of such a change. Managing updates of con-
figuration and firmware is therefore complicated by such
activities of a subscriber.

[0004] Further limitations and disadvantages of con-
ventional and traditional approaches will become appar-
ent to one of skill in the art, through comparison of such
systems with some aspects of the present invention as
set forth in the remainder of the present application with
reference to the drawings.

WO 03012574 A2 describes a system and method for
automatically initiating provisioning procedures for termi-
nals in a wireless network. Terminals that have not been
provisioned for connection to a network or service are
automatically recognized at the network. When such an
unprovisioned terminal has been detected, a notification
is dispatched to an appropriate provisioning network en-
tity to initiate the provisioning procedures for the unpro-
visioned terminal.

EP 1 331 833 A1 describes a system and process for
storing and updating mobile terminal features of the users
of a mobile telephone network. The system comprises
obtainment means of the IMEI associated with its MSIS-
DN from the mobile telephone network, storage means
of the obtained MSISDN-IMEI pair and a consultation
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interface permitting access to the MSISDN-IMEI pair
from an outside application or from the network itself in
order to obtain from the IMEI the features of each terminal
associated with its MSISDN and to thus be able to provide
the different services adapted to the features of each
terminal even though the user changes it. It also com-
prises storage means the features of each mobile termi-
nal model existing on the market and an administration
interface for permitting the aforementioned function.
WO 00/01187 A1 describes a dual-mode communication
system made up of an AMPS network and a GSM net-
work that provides for communication to and from dual-
mode terminals equipped with corresponding SIM cards.
The mobile terminals store a terminal-based ESN, and
the SIM cards store a SIM-based ESN and MIN. The
dual-mode system uses the terminal-based ESN and
MIN for registration in the AMPS network. For authenti-
cation purposes, however, the dual-mode system uses
the SIM-based ESN for key-based authentication in the
AMPS network.

BRIEF SUMMARY OF THE INVENTION

[0005] The invention is defined in independent claims
1 and 15. Aspects of the present invention may be found
in a communication network comprising at least one mo-
bile electronic device comprising a removable memory,
and at least one server capable of communication with
the at least one mobile electronic device. The communi-
cation network may register the at least one mobile elec-
tronic device with the at least one server such that the
mobile electronic device can be uniquely identified in the
communication network. In arepresentative embodiment
of the present invention, the removable memory may
comprise one of a smart card and a subscriber identity
module (SIM) card, and the at least one server may com-
prise a registration server. The at least one mobile elec-
tronic device may comprise an international mobile
equipment identifier (IMEI), and the removable memory
may comprise a mobile station international integrated
services digital network (MSISDN) number. The network
may register the international mobile equipment identifier
(IMEI) and the mobile station international integrated
services digital network (MSISDN) number using the at
leastone server. In arepresentative embodiment accord-
ing to the present invention, registering the at least one
mobile electronic device with the at least one server may
comprise associating the international mobile equipment
identifier (IMEI) with the mobile station international in-
tegrated services digital network (MSISDN) number. In
another representative embodiment of the presentinven-
tion, registering the at least one mobile electronic device
with the at least one server may comprise associating
the international mobile equipment identifier (IMEI) with
the mobile station international integrated services digital
network (MSISDN) number and profile information.

[0006] In a representative embodiment of the present
invention, the profile information may comprise at least
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one of a manufacturer identifier, a model identifier, a
firmware version, a list of registered services, device ca-
pabilities, and a subscriber class. The at least one mobile
electronic device may comprise one of a cellular tele-
phone, a personal digital assistant (PDA), a pager, and
a personal computers (PC). The atleast one mobile elec-
tronic device may be capable of detecting a change of
the removable memory, and the at least one mobile elec-
tronic device may notify the at least one server when a
change of the removable memory is detected. The at
least one server may request at least one of an interna-
tional mobile equipment identifier (IMEI) and a mobile
station international integrated services digital network
(MSISDN) number from the atleast one mobile electronic
device when a change of the removable memory is de-
tected.

[0007] Additional aspects of the presentinvention may
be seen in a communication network supporting regis-
tration of a plurality of mobile electronic devices. Each of
the plurality of mobile electronic devices may comprise
an international mobile equipment identifier (IMEI) asso-
ciated at any point in time with one of a plurality of unique
subscriber identification module (SIM) cards. The com-
munication network may dynamically maintain a map-
ping of the international mobile equipment identifier (IM-
El) with the current associated one of the plurality of
unique subscriber identification module (SIM) cards. The
communication network is capable of detecting a change
in the association of one of the plurality of subscriber
identification module (SIM) cards and the international
mobile equipment identifier (IMEI) of one of the plurality
of mobile electronic devices. A message may be sent to
the one of the plurality of mobile electronic devices if a
change in the association of one of the plurality of sub-
scriber identification module (SIM) cards and the inter-
national mobile equipment identifier (IMEI) of one of the
plurality of mobile electronic devices occurs, and the
message may be a short message service (SMS) mes-
sage. In various representative embodiments of the
present invention, the plurality of mobile electronic de-
vices may comprise one of a cellular telephone, a per-
sonal digital assistant (PDA), a pager, and a personal
computers (PC).

[0008] Yetfurtheraspects of the presentinvention may
be found in a method of operating a communication net-
work comprising a plurality of mobile electronic devices
having removable memory containing subscriber related
information. Such a method may comprise receiving in-
formation identifying one of the plurality of mobile elec-
tronic devices, receiving subscriber related information
from the one of the plurality of mobile electronic devices,
and associating the information identifying the one of the
plurality of mobile electronic devices with the received
subscriber related information. In a representative em-
bodiment according to the present invention, the method
may also comprise detecting a change in an association
of information identifying one of the plurality of mobile
electronic devices and subscriber related information. In
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addition, the method may comprise sending a message
to the one of the plurality of mobile electronic devices, if
a change in an association of information identifying the
one of the plurality of mobile electronic devices and sub-
scriber related information is detected. The message
may comprise a short message service (SMS) message,
and the plurality of mobile electronic devices may com-
prise one of a cellular telephone, a personal digital as-
sistant (PDA), a pager, and a personal computers (PC).
The removable memory may comprise one of a smart
card and a subscriber identity module (SIM) card, and
the information identifying one of the plurality of mobile
electronic devices may comprise one of an electronic se-
rial number (ESN) and an international mobile equipment
identifier IMEA). The subscriber related information may
comprise a mobile station international integrated serv-
ices digital network (MSISDN) number, an international
mobile station identifier (IMSI), a temporary international
mobile station identifier (TIMSI), and a mobile identifica-
tion number (MIN).

[0009] Theseandotheradvantages, aspects, and nov-
el features of the present invention, as well as details of
illustrated embodiments, thereof, will be more fully un-
derstood from the following description and drawings.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE
DRAWINGS

[0010] Figure 1 is a perspective diagram of a network
for the registration of mobile devices such that the mobile
devices can be uniquely identified in the network, the
elements of identification comprising, for example, inter-
national mobile equipment identifier (IMEI) information,
a mobile station international ISDN number (MSISDN),
and profile information, in accordance with a represent-
ative embodiment of the present invention.

[0011] Figure 2is an exemplary registration record that
captures an association between a SIM/smart card and
a mobile device, wherein the SIM/smart card is tracked
along with mobile device specific information such as,
for example, IMEI information, in accordance with a rep-
resentative embodiment of the present invention.
[0012] Figure 3A is a perspective diagram of a regis-
tration record associated with a SIM/smart card switch,
wherein the SIM/smart card is transferred from one mo-
bile device to another, in accordance with a representa-
tive embodiment of the present invention.

[0013] Figure 3B is a perspective diagram of a regis-
tration record associated with a SIM/smart card switch
wherein the SIM/smart card is changed in a mobile de-
vice, in accordance with a representative embodiment of
the present invention.

[0014] Figure 4 is a perspective block diagram of an
exemplary operator’s network that supports the registra-
tion of device and subscriber-specific information where-
in the mobile handset takes the initiative to register the
device specific information and the subscriber-specific
information currently associated with the device with a
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service management module that makes it persistent in
a service database, in accordance with a representative
embodiment of the present invention.

[0015] Figure 5 is a perspective block diagram of an
exemplary operator’s network that supports the registra-
tion of device and subscriber-specific information where-
in the network takes the initiative to register the device
specific information and the subscriber specific informa-
tion currently associated with the device, in accordance
with a representative embodiment of the present inven-
tion.

[0016] Figure 6 is a perspective block diagram of an
exemplary operator’s network that supports the registra-
tion of device and subscriber association information as
part of a service registration, and the storage of such a
service registrationin a service database accessible from
a service management module, in accordance with a rep-
resentative embodiment of the present invention.
[0017] Figure 7 shows a flowchart of an exemplary
method of operating a communication network of mobile
electronic devices such as, for example, mobile hand-
sets, each of the mobile electronic device having a sub-
scriber identify module (SIM) card containing subscriber
related information, in accordance with a representative
embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0018] The presentinvention relates generally to gen-
erating updates of firmware/software components in
electronic devices such as, for example, mobile handsets
using an update agent, and more specifically to the use
of instruction sets in the generation of update packages
that the update agents may process to produce updates
for the firmware/software components. Although the fol-
lowing discusses aspects of the invention in terms of a
mobile handset (e.g., a mobile phone or cellular tele-
phone), it should be clear that the following also applies
to other mobile electronic devices such as, for example,
personal digital assistants (PDAs), pagers, personal
computers (PCs), and similar handheld electronic devic-
es.

[0019] Figure 1 is a perspective diagram of a network
105 for the registration of mobile devices such that the
mobile devices can be uniquely identified in the network,
the elements of identification comprising, for example,
international mobile equipment identifier (IMEI) informa-
tion, a mobile station international ISDN number (MSIS-
DN), and profile information, in accordance with a repre-
sentative embodiment of the present invention. The IMEI
information provides a mobile device (e.g., mobile phone
hardware) serial number typically assigned by the man-
ufacturer. Other forms of such information include, for
example, an electronic serial number (ESN). The MSIS-
DN is typically a telephone number employed by the
phone, i.e. where the phone is/was attached. Other sub-
scriber related identifiers include, for example, an inter-
national mobile station identifier (IMSI), a temporary in-
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ternational mobile station identifier (TIMSI), and a mobile
identification number (MIN). The profile information com-
prises, for example, a manufacturer, a model, a firmware
version, a list of registered services, etc.

[0020] The network 105 shown in Figure 1 comprises
a mobile device 107 with a SIM/smart card 139 commu-
nicatively coupled to a device management (DM) server
127, a short message service center (SMSC) 147, a short
message service (SMS) gateway (SMSGW) 145, a serv-
ice management unit 141, and a service database 143.
[0021] A database in the network 105 such as, for ex-
ample, the service database 143, may be used to main-
tain records about the mobile devices that access serv-
ices in the network. The records of the service database
143 may comprise the unique identification for the mobile
device, i.e. the combination of IMEI information, a MSIS-
DN, and profile information.

[0022] Typically, when a SIM card such as, for exam-
ple, the SIM/smart card 139 is changed in a mobile de-
vice, the mobile equipment identification (e.g., IMEI) in-
formation remains the same, but the subscriber directory
number for the mobile handset (e.g., MSISDN, MIN, IMI,
TIMSI) changes. In a representative embodiment of the
present invention, a new record may be created in the
service database 143 to reflect such a change in the
MSISDN.

[0023] Insome situations, the mobile equipment (e.g.,
mobile handset) may be changed and the SIM/smart card
139 may remain the same. In a representative embodi-
ment of the present invention, the profile information may
be changed.

[0024] When the SIM/smart card 139 in the mobile de-
vice 107 is switched to another mobile device (e.g., to a
different mobile phone), the IMEI information and the pro-
file information may be updated with the information of
the new mobile device attached on the MSISDN of the
SIM. In a representative embodiment of the present in-
vention, the record to be updated may be retrieved using
the MSISDN.

[0025] In a representative embodiment of the present
invention, when a different SIM with a different service
(e.g., adifferent MSISDN) is inserted into a mobile device
(e.g., mobile handset), the MSISDN of the database
record for the mobile device (Mobile Equipment) may be
updated. In a representative embodiment according to
the present invention, the corresponding record to be up-
dated may be obtained using the IMEI information.
[0026] In a representative embodiment of the present
invention, there are three ways in which the registration
of a mobile device maintained in the service database
may be changed - by user initiative, by mobile device
initiative, and by system initiative, i.e. network initiative.
Inthe case of the network initiative (also referred to above
as the "system initiative"), the network 105 in a repre-
sentative embodiment of the present invention may de-
tect/determine that a new mobile device is attached from
the IMEI DB in the equipment identity register (EIR). The
equipment identity register is one of the databases in an
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operator’s (e.g., service provider’s) network. The EIR typ-
ically lists stolen phones, fraudulent telephone identity
numbers, and faulty equipment. It is one tool used by a
service provider to deny service or track problem equip-
ment. Upon detecting that a new mobile device is present
in the network, the network may send a message inviting/
requesting a registration message.

[0027] In a representative embodiment of the present
invention, the network 105 with mobile devices supports
tracking of MSISDN associated with mobile devices, and
updating of the mapping between, for example, IMEI in-
formation, an MSISDN, and user profile information, etc.
The mobile device 107 may perform firmware updates,
when a new device is detected as being associated with
a known MSISDN.

[0028] In a representative embodiment of the present
invention, the IMEI information field in the database
record 205 may be a mobile phone hardware serial
number assigned by the manufacturer. The MSISDN field
may be a telephone number associated with the mobile
phone. The profile information section may, for example,
comprise the following information in appropriate fields:
Manufacture, Model, Firmware Version, Registered
Services, and similar information related to a mobile de-
vice.

[0029] Figure2is anexemplary registration record 205
that captures an association between a SIM/smart card
and a mobile device, wherein the SIM/smart card is
tracked along with mobile device specific information
such as, for example, IMEI information, in accordance
with a representative embodiment of the present inven-
tion. For example, the registration record 205 may be
used in an operator’s network to track the association
between a SIM/smart card and a mobile device when the
SIM/smart card is transferred from one mobile device to
another, or when a new SIM/smart card is inserted into
the mobile device. The registration record 205 shown in
Figure 2 comprises an IMEI field 207, an MSISDN field
209, and profile information field 211.

[0030] In a representative embodiment of the present
invention, the registration record 205 may be updated
when there is a SIM card change event detected in the
mobile device, or when the network determines that the
association between the IMEI information and the MSIS-
DN for the mobile device has changed. In a representa-
tive embodiment of the present invention, the registration
record may be modified in at least two situations. The
first situation may occur when the mobile handset (also
referred to as mobile equipment, a mobile phone, and a
mobile device) changes, but the SIM card remains the
same. Inthis case, the associated profile information may
be changed in the registration record 205. The second
situation may occur when the SIM card changes, but the
mobile equipment remains the same. In this case, the
associated MSISDN may be changed. The modification
of the registration record 205 may occur in the network
operator’s environment, and may be managed by the net-
work operator.
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[0031] In a representative embodiment of the present
invention, both the MSISDN and the IMEI information
may act as foreign keys into a database table of profile
records, and knowing just one of them may make it pos-
sible to retrieve the profile record.

[0032] In a representative embodiment of the present
invention, both subscriber-specific information such as,
for example, an MSISDN, and device-specific informa-
tion such as, for example, IMEI information, may act as
foreign keys into a database table of device profile
records, and knowing just one of them may make it pos-
sible to retrieve the desired profile record.

[0033] Figure 3A is a perspective diagram of a regis-
tration record 305 associated with a SIM/smart card
switch, wherein the SIM/smart card is transferred from
one mobile device to another, in accordance with a rep-
resentative embodiment of the present invention. In one
representative embodiment of the present invention,
when the SIM card is switched from one mobile device
to another mobile device (i.e., mobile phone, mobile
handset, mobile equipment), an IMElI field 307 and a pro-
file field 311 in the corresponding registered record 305
may be updated with the information of the new mobile
handset associated or attached on a MSISDN 309 of the
SIM card. In addition, the registration record 305 in the
database may be obtained using the MSISDN 309, as it
may be invariant in this situation. Therefore, in this situ-
ation, the MSISDN 309 may be used as a foreign key in
a database of registration records such as, for example,
the registration record 305 of Figure 3A.

[0034] Figure 3B is a perspective diagram of a regis-
tration record 355 associated with a SIM/smart card
switch wherein the SIM/smart card is changed in a mobile
device, in accordance with a representative embodiment
of the present invention. If a different SIM/smart card with
the different service (i.e., a different MSISDN 359) is in-
serted into the same mobile device, the MSISDN 359 of
the registration record 305 for this mobile device may be
updated. The registration record 355 may be obtained
for the update using a IMEI field 357, which may be an
invariant in this situation.

[0035] In a representative embodiment of the present
invention, a "registration message" may be sent to a de-
vice profile database in three ways when a mobile hand-
set (i.e., mobile equipment, mobile device) is used by a
subscriber. In the first approach, the mobile handset may
take the initiative. The mobile handset may detect a new
SIM/smart card (i.e., detect that there is a new SIM card
inserted into the mobile handset) and may send out a
registration message to the network operator. The reg-
istration message may then be routed to the device profile
database (or some other database, as appropriate). In
the second of the three approaches, the user may take
the initiative and the user may send the registration mes-
sage actively from, for example, a menu item. In a third
approach the system (e.g., carrier or operator network)
may take the initiative, by detecting a new mobile handset
such as, for example, by monitoring activities on an IMEI
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database (DB) in the equipment identity register (EIR),
and may send an invitation message to the mobile hand-
set to get the registration message back.

[0036] Figure 4 is a perspective block diagram of an
exemplary operator’s network 405 that supports the reg-
istration of device and subscriber-specific information
wherein the mobile handset 407 takes the initiative to
register the device specific information and the subscrib-
er-specific information currently associated with the de-
vice with a service management module 417 that makes
it persistent in a service database 419, in accordance
with a representative embodiment of the present inven-
tion.

[0037] In one representative embodiment of the
present invention, the mobile handset 407 may take the
initiative to register with the network operator 405. The
mobile handset 407 (also referred to as mobile equip-
ment, or mobile telephone) may cache an international
mobile station identifier (IMSI) from the currently inserted
SIM/smart card 409. If the IMSI from the newly inserted
SIM/smart card 411 is different from the cached informa-
tion from the previous SIM/smart card 409, a service reg-
istration message may be sent by the mobile handset
407 to request information used to update a database
record in the service database 419. This may occur with-
out the knowledge of the user of the mobile handset 407.
[0038] In a representative embodiment of the present
invention, a menu item may be provided that causes a
service registration message to be communicated (sent
out) when the user selects the menu item. In such an
embodiment, the user may select the menu item to acti-
vate the service.

[0039] Figure 5 is a perspective block diagram of an
exemplary operator’s network 505 that supports the reg-
istration of device and subscriber-specific information
wherein the network 505 takes the initiative to register
the device specific information and the subscriber spe-
cific information currently associated with the device, in
accordance with a representative embodiment of the
present invention. In a representative embodiment of the
present invention, the device-specific information may,
for example, comprise an IMEI, and the subscriber-spe-
cificinformation may, for example, comprise an MSISDN
or similar identifier. The network 505 shown in Figure 5
comprises a mobile handset 507, a base transceiver sta-
tion (BTS) 509, a base station controller (BSC) 511, a
mobile switching center (MSC) 513, a home location reg-
ister (HLR) 515, an equipment identification register
(EIR) 521, a short message service center (SMSC) 517,
a SMSC gateway (SMSCG) 519, a service management
module 523, and a service database 525.

[0040] In one representative embodiment of the
present invention, the operator’s network 505 may take
the initiative to register the mobile handset 507 with a
database in the network 505. In such an embodiment,
the service management module 523 may acquire reg-
istered IMEI numbers from the EIR 521. If the IMEI is
new to the service database 525, or the MSISDN asso-
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ciated with that IMEI in a corresponding record in the
database is different from the currently identified MSIS-
DN, an invitation message may be sent out (e.g., by a
real time process) to the mobile handset 507. In another
representative embodiment of the present invention, the
invitation message may be sent in a deferred mode. In
such anembodiment, the invitation message may be sent
later, after the service management module 523 has re-
freshed the service database 525 (e.g., by a batch proc-
ess).

[0041] In a representative embodiment according to
the present invention, when the mobile handset 507 re-
ceives theinvitation message, a service registration mes-
sage with the associated profile may be sent back to the
service database 525. In a related representative em-
bodiment of the present invention, the invitation message
may comprise a wireless application protocol (WAP)
package 0, to initiate a SyncML Device Management
(DM) session. The SyncML DM protocol is described in
specification documents published by the Open Mobile
Alliance, Ltd.

[0042] Figure 6 is a perspective block diagram of an
exemplary operator’s network 605 that supports the reg-
istration of device and subscriber association information
as part of a service registration 607, and the storage of
such a service registration in a service database 615 ac-
cessible from a service management module 613, in ac-
cordance with a representative embodiment of the
present invention. In a representative embodiment of the
present invention, the device and subscriber association
information may comprise an IMEI| and an MSISDN, al-
though other types of device and subscriber identification
information are also contemplated such as, for example,
an international mobile station identifier (IMSI), tempo-
rary international mobile station identifier (TIMSI), etc.
[0043] In one representative embodiment of the
present invention, a service number may be associated
with the service management module in the network.
Such a service number may be a virtual (i.e., non-diala-
ble) number. The service number may be rerouted em-
ploying, for example, a SMSC routing table.

[0044] The operator network may support the inges-
tion of update packages that are used to update mobile
devices. The update package may be received from orig-
inal equipment manufacturers (OEMs) and suppliers,
and may be stored into servers such as, for example,
delivery servers and device management (DM) servers.
The update packages may be transferred using a secure
collection of update packages (e.g., that contains one or
more update packages exchanged as a single, protected
unit) to be incorporated into a database accessible from
servers such as, forexample, delivery servers and device
management (DM) servers. The update packages may,
for example, comprise a set of executable instructions
for converting a first version of code to a second, updated
version of code. Although difficult, it may be possible to
intercept such a download on today’s wireless networks.
However, such update packages do not contain source
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code, object code, or binary code that would be useful
to anyone intercepting an update package.

[0045] In a representative embodiment of the present
invention, an update package may be transferred from a
generator such as, for example, an mProve™ Generator
from Bitfone Corporation, to a lifecycle management sys-
tem in the operator's network. An administrator of the
lifecycle management system may search, view, change
status, and monitor update packages throughout the life-
time of update packages such as those described above.
[0046] In a representative embodiment of the present
invention, an administrator of a lifecycle management
system may create/view/modify download groups. A
download group may define a set of client devices able
to download update packages for a particular set of se-
lection criteria. In a representative embodiment of the
present invention, a lifecycle management system may
provide an input function to enter subscriber information
directly from the administrator console or through another
means such as, for example, the Internet.

[0047] In a representative embodiment of the present
invention, SMS messages may be distributed via the SM-
SC to models of, for example, mobile handsets, mobile
devices, and mobile telephones that are targets of the
software update. The distribution of the software updates
may be based upon a target user list (e.g., subscriber
list) obtained from a customer information system. Using
an SMS message as a trigger, a mobile device (e.g.,
mobile telephone, mobile handset) may download the
update software either with user cooperation and involve-
ment, or autonomously without user action (i.e., forcibly).
In a representative embodiment of the present invention,
the lifecycle management system may have a function
to receive a translation result (e.g., OK (i.e., success)/NG
(i.e.,"no good" or failure); and an error code when failure
occurs) from the SMSC, to reflect it in the target user list,
and to manage progress status.

[0048] In a representative embodiment of the present
invention, a device management (DM) server (DMS) in
an operator’s network may have a distribution control
function to distribute SMS messages at a set schedule.
This may be provided because of issues related to traffic
concentration when there are many SMS notification tar-
gets. The DMS may also have SMS transmission retry
and forced distribution functions able to be invoked by
user commands from a maintenance terminal.

[0049] In a representative embodiment of the present
invention, a lifecycle management system may be used
to maintain user data such as, for example, an IMSI, a
manufacturer identifier (ID), a model number, and a
firmware version number in a database, in order to sup-
port use of a SIM/smart card. A SIM agent in the mobile
device (e.g., mobile telephone, mobile handset) may, for
example, report changes in the handset to the lifecycle
management system in the operator’s network, and user-
related data may be modified accordingly.

[0050] In arepresentative embodiment in accordance
with the present invention, a "SIM agent" may be used

10

15

20

25

30

35

40

45

50

55

to support registration based upon the SIM/smart card,
user data management, target user listing, and other fea-
tures. The SIM agent may be a program that runs in the
mobile handset (e.g., mobile device, mobile telephone).
When a user changes a SIM card in the mobile handset,
the SIM agent may compare the previous SIM card in-
formation stored, for example, in a cache in the handset
(or in some specific location), and new SIM card infor-
mation. If the mobile handset determines that the previ-
ous SIM card information and the new SIM card informa-
tion are different, the mobile handset may report a mes-
sage to the lifecycle management system located, for
example, in the operator’s network. This process may be
referred to as "OTA service registering". In this manner,
a server in the lifecycle management system may main-
tain changes to the SIM and mobile handset information.
In a representative embodiment of the present invention,
the SIM agent may be installed in the handset in order
to perform "OTA service registering".

[0051] In arepresentative embodiment in accordance
with the present invention, when an SMS message is
received by the mobile handset (e.g., mobile device, mo-
bile telephone) or if the user initiates terminal operation,
the mobile handset may perform update package com-
munication with a download server. The mobile handset
may establish a secure session, following mutual authen-
tication between the download server and the mobile
handset. The mobile handset may then check that the
available update file on the download server matches the
current software version (and firmware version) in the
mobile handset. The mobile hand may then begin the
download process.

[0052] Figure 7 shows a flowchart 700 of an exemplary
method of operating a communication network of mobile
electronic devices such as, for example, mobile hand-
sets, each of the mobile electronic device having a sub-
scriber identify module (SIM) card containing subscriber
related information, in accordance with a representative
embodiment of the present invention. The method of Fig-
ure 7 begins at start block 710 after normal operation of
the mobile electronic devices has commenced. The mo-
bile electronic devices may comprise, for example, cel-
lular telephones, personal digital assistants, or personal
computers. At some point in time after the mobile elec-
tronic device enters into communication with the com-
munication network, the communication network may re-
ceive from the mobile electronic device information iden-
tifying the mobile electronic device (block 712). Such in-
formation may comprise, for example, an electronic serial
number (ESN) and/or an international mobile equipment
identifier (IMEI). Next, the communication network may
receive subscriber-related information retrieved from the
subscriber identity module (SIM) card attached to the mo-
bile electronic device (block 714). Such information may
comprise, for example, a mobile station international in-
tegrated services digital network (MSISDN) number, an
international mobile station identifier, or a mobile identi-
fication number (MIN). A server within the communication
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network may then associate the information identifying
the mobile electronic device, with the subscriber-related
information from the SIM card (block 716). At some later
time, the communication network may detect thatthe SIM
card in the mobile electronic device has been changed
(718). This may occur, for example, when information is
received by the communication network indicating that
the prior association of the information identifying the mo-
bile electronic device and the subscriber related informa-
tion of the previous SIM card is not longer valid. The
communication network may then send a message to
the mobile electronic device (block 720). The message
may, for example, be a short message service (SMS)
message requesting additional information from the mo-
bile electronic device. The method of Figure 7 then ends
(block 722).

[0053] Accordingly, the present invention may be re-
alized in hardware, software, or a combination of hard-
ware and software. The present invention may be real-
ized in a centralized fashion in at least one computer
system, or in a distributed fashion where different ele-
ments are spread across several interconnected compu-
ter systems. Any kind of computer system or other ap-
paratus adapted for carrying out the methods described
herein is suited. A typical combination of hardware and
software may be a general-purpose computer system
with a computer program that, when being loaded and
executed, controls the computer system such that it car-
ries out the methods described herein.

[0054] The present invention may also be embedded
in a computer program product, which comprises all the
features enabling the implementation of the methods de-
scribed herein, and which when loaded in a computer
system is able to carry out these methods. Computer
program in the present context means any expression,
in any language, code or notation, of a set of instructions
intended to cause a system having an information
processing capability to perform a particular function ei-
ther directly or after either or both of the following: a)
conversion to another language, code or notation; b) re-
production in a different material form.

[0055] While the presentinvention has been described
with reference to certain embodiments, it will be under-
stood by those skilled in the art that various changes may
be made and equivalents may be substituted without de-
parting from the scope of the present invention. In addi-
tion, many modifications may be made to adapt a partic-
ular situation or material to the teachings of the present
invention without departing from its scope. Therefore, it
is intended that the present invention not be limited to
the particular embodiment disclosed, but that the present
invention will include all embodiments falling within the
scope of the appended claims.

Claims

1. A communication network comprising:
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at least one mobile electronic device (107) com-
prising a removable memory (139);

at least one server (143, 419, 525) capable of
communication with the atleast one mobile elec-
tronic device (107); and

the communication network (105) registering
the at least one mobile electronic device (107)
with the at least one server (143, 419, 525) such
that the mobile electronic device (107) can be
uniquely identified in the communication net-
work (105), the communication network (105)
associating information identifying the at least
one mobile electronic device (107) with sub-
scriber related information, and the communica-
tion network (105) detecting a change in an as-
sociation of the information identifying the at
least one mobile electronic device (107) and the
subscriber related information; and
wherein the atleast one mobile electronic device
(107) is configured to detect a change of the
removable memory (139) and to notify the at
least one server (143, 419, 525) when a change
of the removable memory (139) is detected.

2. The communication network according to claim 1
wherein the removable memory (139) comprises
one of a smart card and a subscriber identity module
(SIM) card.

3. The communication network according to claim 1
wherein the at least one server (143, 419, 525) com-
prises a registration server.

4. The communication network according to claim 1
wherein:

the at least one mobile electronic device (107)
comprises an international mobile equipment
identifier (IMEI);

the removable memory (139) comprises a mo-
bile station international integrated services dig-
ital network (MSISDN) number; and

the network (105) registers the international mo-
bile equipment identifier (IMEI) and the mobile
station international integrated services digital
network (MSISDN) number using the at least
one server (143, 419, 525).

5. The communication network according to claim 4
wherein:

registering the at least one mobile electronic de-
vice (107) with the at least one server (143, 419,
525) comprises associating the international
mobile equipment identifier (IMEI) with the mo-
bile station international integrated services dig-
ital network (MSISDN) number.
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The communication network according to claim 4
wherein:

registering the at least one mobile electronic de-
vice (107) with the at least one server (143, 419,
525) comprises associating the international
mobile equipment identifier (IMEI) with the mo-
bile station international integrated services dig-
ital network (MSISDN) number and profile infor-
mation (311, 361).

The communication network according to claim 6
wherein the profile information (311, 361) comprises
at least one of a manufacturer identifier, a model
identifier, a firmware version, a list of registered serv-
ices, device capabilities, and a subscriber class.

The communication network according to claim 1
wherein the at least one mobile electronic device
(107) comprises one of a cellular telephone, a per-
sonal digital assistant (PDA), a pager, and a personal
computers (PC).

The communication network according to claim 1
wherein the at least one server (143, 419, 525) re-
quests at least one of an international mobile equip-
ment identifier (IMEI) and a mobile station interna-
tional integrated services digital network (MSISDN)
number from the at least one mobile electronic de-
vice (107) when a change of the removable memory
(139) is detected and notified by the at least one
mobile electronic device (107).

The communication network according to claim 1,
comprising a plurality of mobile electronic devices
(107), each of the plurality of mobile electronic de-
vices (107) comprising an international mobile
equipment identifier (IMEI) associated at any point
in time with one of a plurality of unique subscriber
identification module (SIM) cards.

The communication network according to claim 10
wherein the communication network (105) is capable
of detecting a change in the association of one of
the plurality of subscriber identification module (SIM)
cards and the international mobile equipment iden-
tifier (IMEI) of one of the plurality of mobile electronic
devices (107).

The communication network according to claim 10
wherein a message is sent to the one of the plurality
of mobile electronic devices (107) if a change in the
association of one of the plurality of subscriber iden-
tification module (SIM) cards and the international
mobile equipment identifier (IMEI) of one of the plu-
rality of mobile electronic devices (107) occurs.

The communication network according to claim 12

10

15

20

25

30

35

40

45

50

55

14.

15.

16.

17.

18.

19.

wherein the message is a short message service
(SMS) message.

The communication network according to claim 10
wherein the plurality of mobile electronic devices
(107) comprises one of a cellular telephone, a per-
sonal digital assistant (PDA), a pager, and a personal
computers (PC).

A method of operating a communication network
(105) comprising a plurality of mobile electronic de-
vices (107) having removable memory (139) con-
taining subscriber related information, the method
comprising:

receiving (712) by a server information identify-
ing one of the plurality of mobile electronic de-
vices (107);

receiving (714) by the server subscriber related
information from the one of the plurality of mobile
electronic devices (107);

associating (716) by the server the information
identifying the one of the plurality of mobile elec-
tronic devices (107) with the received subscriber
related information; and

detecting (718) by the server a change in an
association of information identifying one of the
plurality of mobile electronic devices (107) and
subscriber related information, wherein detect-
ing (718) a change in the association comprises
detecting by an electronic device (107) achange
of the removable memory (139) and notifying by
the electronic device (107) the server (143, 419,
525) of the communication network (105) when
a change of the removable memory (139) is de-
tected.

The method according to claim 15, further compris-
ing:

sending (720) a message to the one of the plu-
rality of mobile electronic devices (107), if a
change in an association of information identi-
fying the one of the plurality of mobile electronic
devices (107) and subscriber related informa-
tion is detected and notified by the at least one
mobile electronic device (107).

The method according to claim 15 wherein the mes-
sage comprises a short message service (SMS)
message.

The method according to claim 15 wherein the plu-
rality of mobile electronic devices (107) comprises
one of a cellular telephone, a personal digital assist-
ant (PDA), a pager, and a personal computers (PC).

The method according to claim 15 wherein the re-
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movable memory (139) comprises one of a smart
card and a subscriber identity module (SIM) card.

The method according to claim 15 wherein the infor-
mation identifying one of the plurality of mobile elec-
tronic devices (107) comprises one of an electronic
serial number (ESN) and an international mobile
equipment identifier (IMSI).

The method according to claim 15 wherein the sub-
scriber related information comprises a mobile sta-
tion international integrated services digital network
(MSISDN) number, an international mobile station
identifier (IMSI), a temporary international mobile
station identifier (TIMSI), and a mobile identification
number (MIN).

Patentanspriiche

1.

Ein Kommunikationsnetzwerk, das folgende Merk-
male aufweist:

zumindest ein mobiles Elektronikgerat (107),
das einen Wechselspeicher (139) aufweist;
zumindest einen Server (143, 419, 525), der zu
einer Kommunikation mit dem zumindest einen
mobilen Elektronikgerat (107) in der Lage ist;
und

wobei das Kommunikationsnetzwerk (105) das
zumindest eine mobile Elektronikgerat (107) bei
dem zumindest einen Server (143, 419, 525)
derart registriert, dass das mobile Elektronikge-
rat (107)indem Kommunikationsnetzwerk (105)
eindeutig identifiziert werden kann, wobei das
Kommunikationsnetzwerk (105) Informationen,
die das zumindest eine mobile Elektronikgerat
(107) identifizieren, teilnehmerbezogenen Infor-
mationen zuordnet und das Kommunikations-
netzwerk (105) eine Anderung einer Zuordnung
der Informationen, die das zumindest eine mo-
bile Elektronikgerat (107) identifizieren, und der
teilnehmerbezogenen Informationen erfasst;
und

wobei das zumindest eine mobile Elektronikge-
rat (107) dazu konfiguriert ist, eine Anderung
des Wechselspeichers (139) zu erfassen und
den zumindest einen Server (143, 419, 525) zu
benachrichtigen, wenn eine Anderung des
Wechselspeichers (139) erfasst wird.

Das Kommunikationsnetzwerk gemaf Anspruch 1,
bei dem der Wechselspeicher (139) entweder eine
Smart-Card oder eine Teilnehmerkennungsmodul-
Karte (SIM-Karte, SIM = subscriber identity module)
aufweist.

Das Kommunikationsnetzwerk gemafR Anspruch 1,
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bei dem der zumindest eine Server (143, 419, 525)
einen Registrierungsserver aufweist.

4. Das Kommunikationsnetzwerk gemaR Anspruch 1,

bei dem:

das zumindest eine mobile Elektronikgerat
(107) einen internationalen Mobilgeratidentifi-
zierer (IMEI - international mobile equipment
identifier) aufweist;

der Wechselspeicher (139) eine MSISDN-Num-
ber (MSISDN = mobile station international in-
tegrated services digital network) aufweist; und
das Netzwerk (105) den internationalen Mobil-
geratidentifizierer (IMEI) und die MSISDN-Num-
mer unter Verwendung des zumindest einen
Servers (143, 419, 425) registriert.

Das Kommunikationsnetzwerk gemaR Anspruch 4,
bei dem:

das Registrieren des zumindest einen mobilen
Elektronikgerates (107) bei dem zumindest ei-
nen Server (143, 419, 525) ein Zuordnen des
internationalen Mobilgeratidentifizierers (IMEI)
zu der MSISDN-Nummer aufweist.

Das Kommunikationsnetzwerk gemaR Anspruch 4,
bei dem:

das Registrieren des zumindest einen mobilen
Elektronikgerates (107) bei dem zumindest ei-
nen Server (143, 419, 525) ein Zuordnen des
internationalen Mobilgeratidentifizierers (IMEI)
zu der MSISDN-Nummer und zu Profilinforma-
tionen (311, 361) aufweist.

Das Kommunikationsnetzwerk gemafl Anspruch 6,
bei dem die Profilinformationen (311, 361) zumin-
dest eine beziehungsweise einen eines Herstelleri-
dentifizierers, eines Modellidentifizierers, einer
Firmware-Version, einer Liste registrierter Dienste,
von Geréatfahigkeiten und einer Teilnehmerkategorie
aufweisen.

Das Kommunikationsnetzwerk gemaR Anspruch 1,
bei dem das zumindest eine mobile Elektronikgerat
(107) eines beziehungsweise einen beziehungswei-
se eine eines Mobiltelefons, eines personlichen di-
gitalen Assistenten (PDA - personal digital assi-
stant), einer Rufanlage und eines Personal-Compu-
ters (PC) aufweist.

Das Kommunikationsnetzwerk gemaR Anspruch 1,
bei dem der zumindest eine Server (143, 419, 525)
zumindest entweder einen internationalen Mobilge-
ratidentifizierer (IMEI) und/oder eine MSISDN-Num-
mer von dem zumindest einen mobilen Elektronik-
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gerat (107) anfordert, wenn eine Anderung des
Wechselspeichers (139) erfasst und durch das zu-
mindest eine mobile Elektronikgerat (107) mitgeteilt
wird.

Das Kommunikationsnetzwerk gemaf Anspruch 1,
das eine Mehrzahl von mobilen Elektronikgeraten
(107) aufweist, wobei jedes der Mehrzahl von mobi-
len Elektronikgeraten (107) einen internationalen
Mobilgeratidentifizierer (IMEI) aufweist, der zu jegli-
chem Zeitpunkt einer einer Mehrzahl von eindeuti-
gen Teilnehmerkennungsmodulkarten (SIM-Karten)
zugeordnet ist.

Das Kommunikationsnetzwerk gemaf Anspruch 10,
wobei das Kommunikationsnetzwerk (105) in der La-
geist, eine Anderung der Zuordnung einer der Mehr-
zahl von Teilhehmerkennungsmodulkarten (SIM-
Karten) und des internationalen Mobilgeratidentifi-
zierers (IMEI) eines der Mehrzahl von mobilen Elek-
tronikgeraten (107) zu erfassen.

Das Kommunikationsnetzwerk gemaf Anspruch 10,
bei dem an das eine der Mehrzahl von mobilen Elek-
tronikgeraten (107) eine Nachricht gesendet wird,
falls eine Anderung der Zuordnung einer der Mehr-
zahl von Teilnehmerkennungsmodulkarten (SIM-
Karten) und des internationalen Mobilgeratidentifi-
zierers (IMEI) eines der Mehrzahl von mobilen Elek-
tronikgeraten (107) auftritt.

Das Kommunikationsnetzwerk gemaf Anspruch 12,
bei dem die Nachricht eine Kurznachrichtendienst-
Nachricht (SMS-Nachricht) ist.

Das Kommunikationsnetzwerk gemaf Anspruch 10,
bei dem die Mehrzahl von mobilen Elektronikgeraten
(107) eines beziehungsweise einen beziehungswei-
se eine eines Mobiltelefons, eines persoénlichen di-
gitalen Assistenten (PDA - personal digital assi-
stant), einer Rufanlage und eines Personal-Compu-
ters (PC) aufweist.

Ein Verfahren zum Betreiben eines Kommunikati-
onsnetzwerks (105), das eine Mehrzahl von mobilen
Elektronikgeraten (107) aufweist, die einen Wech-
selspeicher (139) aufweisen, der teilnehmerbezoge-
ne Informationen enthalt, wobei das Verfahren fol-
gende Schritte aufweist:

Empfangen (712), seitens eines Servers, von
Informationen, die eines der Mehrzahl von mo-
bilen Elektronikgeraten (107) identifizieren;
Empfangen (714), seitens des Servers, von teil-
nehmerbezogenen Informationen von dem ei-
nen der Mehrzahl von mobilen Elektronikgera-
ten (107);

Zuordnen (716), seitens des Servers, der Infor-
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16.

17.

18.
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mationen, die das eine der Mehrzahl von mobi-
len Elektronikgeraten (107) identifizieren, zu
den empfangenen teilnehmerbezogenen Infor-
mationen; und

Erfassen (718), seitens des Servers, einer An-
derung einer Zuordnung von Informationen, die
eines der Mehrzahl von mobilen Elektronikge-
raten (107) identifizieren, und teilnehmerbezo-
genen Informationen,

wobei das Erfassen (718) einer Anderung der
Zuordnung ein Erfassen, seitens eines Elektro-
nikgerats (107), einer Anderung des Wechsel-
speichers (139) und ein Benachrichtigen, sei-
tens des Elektronikgerats (107), des Servers
(143, 419, 525) des Kommunikationsnetzwerks
(105), wenn eine Anderung des Wechselspei-
chers (139) erfasst wird, aufweist.

Das Verfahren gemal Anspruch 15, das ferner fol-
genden Schritt aufweist:

Senden (720) einer Nachricht an das eine der
Mehrzahl von mobilen Elektronikgeraten (107),
falls eine Anderung einer Zuordnung von Infor-
mationen, die das eine der Mehrzahl von mobi-
len Elektronikgeraten (107) identifizieren, und
teilnehmerbezogenen Informationen erfasst
wird und seitens des zumindest einen mobilen
Elektronikgerates (107) mitgeteilt wird.

Das Verfahren gemaR Anspruch 15, bei dem die
Nachricht eine Kurznachrichtendienst-Nachricht
(SMS-Nachricht) ist.

Das Verfahren gemafR Anspruch 15, bei dem die
Mehrzahl von mobilen Elektronikgeraten (107) eines
beziehungsweise einen beziehungsweise eine ei-
nes Mobiltelefons, eines persdnlichen digitalen As-
sistenten (PDA - personal digital assistant), einer
Rufanlage und eines Personal-Computers (PC) auf-
weist.

Das Verfahren gemall Anspruch 15, bei dem der
Wechselspeicher (139) entweder eine Smart-Card
oder eine Teilnehmerkennungsmodul-Karte (SIM-
Karte) aufweist.

Das Verfahren gemaf Anspruch 15, bei dem die In-
formationen, die eines der Mehrzahl von mobilen
Elektronikgeraten (107) identifizieren, entweder ei-
ne elektronische Seriennummer (ESN) oder einen
internationalen Mobilgeratidentifizierer (IMSI) auf-
weisen.

Das Verfahren gemaR Anspruch 15, bei dem die teil-
nehmerbezogenen Informationen eine MSISDN-
Nummer, einen IMSI - international mobile station
identifier), einen TIMSI - temporary international mo-
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bile station identifier) und eine Mobilidentifikations-
nummer (MIN - mobile identification number) aufwei-
sen.

Revendications

Réseau de communication, comprenant:

au moins un dispositif électronique mobile (107)
comprenant une mémoire amovible (139);

au moins un serveur (143, 419, 525) a méme
de communiquer avec I'au moins un dispositif
électronique mobile (107); et

le réseau de communication (105) enregistrant
au moins un dispositif électronique mobile
(107) auprés deI'au moins un serveur (143, 419,
525) de sorte que le dispositif électronique mo-
bile (107) puisse étre identifi¢ de maniére uni-
voque dans le réseau de communication (105),
le réseau de communication (105) associant les
informations identifiant I'au moins un dispositif
électronique mobile (107) avec les informations
relatives a I'abonné, et

le réseau de communication (105) détectantune
modification dans une association des informa-
tions identifiant I'au moins un dispositif électro-
nique mobile (107) et des informations relatives
a l'abonné; et

dans lequel I'au moins un dispositif électronique
mobile (107) est configuré pour détecter une
modification de la mémoire amovible (139) et
pour notifier 'au moins un serveur (143, 419,
525) lorsqu’une modification de la mémoire
amovible (139) est détectée.

Réseau de communication selon la revendication 1,
dans lequel la mémoire amovible (139) comprend
une carte intelligente et une carte a module d’identité
d’abonné (SIM).

Réseau de communication selon la revendication 1,
dans lequel I'au moins un serveur (143, 419, 525)
comprend un serveur d’enregistrement.

Réseau de communication selon la revendication 1,
dans lequel:

au moins un dispositif électronique mobile
(107) comprend un identificateur de matériel
mobile international (IMEI);

la mémoire amovible (139) comprend un numé-
ro de réseau numérique de services intégrés in-
ternationaux de station mobile (MSISDN); et

le réseau (105) enregistre identificateur de ma-
tériel mobile international (IMEI) et le numéro de
réseau numérique de services intégrés interna-
tionaux de station mobile (MSISDN) a l'aide de
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I'au moins un serveur (143, 419, 525).

Réseau de communication selon la revendication 4,
dans lequel:

I'enregistrement de I'au moins un dispositif élec-
tronique mobile (107) auprés de I'au moins un
serveur (143, 419, 525) comprend le fait d’as-
socier I'identificateur de matériel mobile interna-
tional (IMEI) avec le numéro de réseau numéri-
que de services intégrés internationaux de sta-
tion mobile (MSISDN).

Réseau de communication selon la revendication 4,
dans lequel:

I'enregistrement de I'au moins un dispositif élec-
tronique mobile (107) auprés de I'au moins un
serveur (143, 419, 525) comprend le fait d’as-
socier I'identificateur de matériel mobile interna-
tional (IMEI) avec le numéro de réseau numéri-
que de services intégrés internationaux de sta-
tion mobile (MSISDN) et les informations de pro-
fil (311, 361).

Réseau de communication selon la revendication 6,
dans lequel les informations de profil (311, 361) com-
prennent au moins 'un parmi un identificateur de
fabricant, un identificateur de modéle, une version
de progiciel, une liste de services enregistrés, des
capacités de dispositif, et une classe d’abonné.

Réseau de communication selon la revendication 1,
dans lequel I'au moins un dispositif électronique mo-
bile (107) comprend I'un parmi un téléphone cellu-
laire, un assistant numérique (PDA), un récepteur
d’appels, et un ordinateur personnel (PC).

Réseau de communication selon la revendication 1,
dans lequel 'au moins un serveur (143, 419, 525)
sollicite au moins I'un parmi un identificateur de ma-
tériel mobile international (IMEI) et un numéro de
réseau numérique de services intégrés internatio-
naux de station mobile (MSISDN) de I'au moins un
dispositif électronique mobile (107) lorsqu’une mo-
dification de la mémoire amovible (139) est détectée
et notifiée par I'au moins un dispositif électronique
mobile (107).

Réseau de communication selon la revendication 1,
comprenant une pluralité de dispositifs électroni-
ques mobiles (107), chacun de la pluralité de dispo-
sitifs électroniques mobiles (107) comprenant un
identificateur de matériel mobile international (IMEI)
associé a tout point dans le temps a I'une d’une plu-
ralité de cartes a module d’identification d’abonné
(SIM) unique.
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Réseau de communication selon la revendication
10, dans lequel le réseau de communication (105)
est a méme de détecter une modification dans I'as-
sociation de 'une de la pluralité de cartes a module
d’identification d’abonné (SIM) et de I'identificateur
de matériel mobile international (IMEI) de I'un de la
pluralité de dispositifs électroniques mobiles (107).

Réseau de communication selon la revendication
10, dans lequel un message est envoyé a I'un de la
pluralité de dispositifs électroniques mobiles (107)
lorsqu’il se produit une modification dans I'associa-
tion de 'une de la pluralité de cartes a module d’iden-
tification d’abonné (SIM) et de I'identificateur de ma-
tériel mobile international (IMEI) de 'un de la pluralité
de dispositifs électroniques mobiles (107).

Réseau de communication selon la revendication
12, dans lequel le message est un message de ser-
vice de messages courts (SMS).

Réseau de communication selon la revendication
10, dans lequel la pluralité de dispositifs électroni-
ques mobiles (107) comprend I'un parmi un télépho-
ne cellulaire, un assistant numérique (PDA), un ré-
cepteur d’appels, et un ordinateur personnel (PC).

Procédé permettant de faire fonctionner un réseau
de communication (105) comprenant une pluralité
de dispositifs électroniques mobiles (107) présen-
tant une mémoire amovible (139) contenant des in-
formations relatives a I'abonné, le procédé compre-
nant:

recevoir (712), par un serveur, les informations
identifiant I'un de la pluralité de dispositifs élec-
troniques mobiles (107);

recevoir (714), par le serveur, les informations
relatives a 'abonné de I'un de la pluralité de dis-
positifs électroniques mobiles (107);

associer (716), par le serveur, les informations
identifiant I'un de la pluralité de dispositifs élec-
troniques mobiles (107) aux informations relati-
ves a I'abonné regues; et

détecter (718), par le serveur, une modification
dans une association des informations identi-
fiant 'un de la pluralité de dispositifs électroni-
ques mobiles (107) et des informations relatives
al'abonné,

danslequelladétection (718) d’'une modification
dans 'association comprend le fait de détecter,
par un dispositif électronique (107), une modifi-
cation de la mémoire amovible (139) et notifier
par le dispositif électronique (107), le serveur
(143, 419, 525) du réseau de communication
network (105) lorsqu’il est détecté une modifi-
cation de la mémoire amovible (139).
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Procédé selon la revendication 15, comprenant par
ailleurs:

envoyer (720) un message a I'un de la pluralité
de dispositifs électroniques mobiles (107) siune
modification dans une association des informa-
tions identifiant I'un de la pluralité de dispositifs
électroniques mobiles (107) et des informations
relatives a 'abonné est détectée et notifiée par
lau moins un dispositif électronique mobile
(107).

Procédé selon la revendication 15, dans lequel le
message comprend un message de service de mes-
sages courts (SMS).

Procédé selon la revendication 15, dans lequel la
pluralité de dispositifs électroniques mobiles (107)
comprend I'un parmi un téléphone cellulaire, un as-
sistant numérique (PDA), un récepteur d’appels, et
un ordinateur personnel (PC).

Procédé selon la revendication 15, dans lequel la
mémoire amovible (139) comprend I'une parmi une
carte intelligente et une carte a module d’identité
d’abonné (SIM).

Procédé selon la revendication 15, dans lequel les
informations identifiant I'un de la pluralité de dispo-
sitifs électroniques mobiles (107) comprennent un
numéro de série électronique (ESN) et un identifica-
teur de matériel mobile international (IMS1).

Procédé selon la revendication 15, dans lequel les
informations relatives a I'abonné comprennent un
numeéro de réseau numérique de services intégrés
internationaux de station mobile (MSISDN), uniden-
tificateur de station mobile international (IMS1), un
identificateur de station mobile international tempo-
raire (TIMSI), et un numéro d’identification mobile
(MINI).
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